SAMPLE Lucy Movie Storyboard “Workplace Security Awareness Video” 

Introduction: Each LUCY Video is split up in different scenes / animations. This video script covers the Workplace Security Awareness Tips
If you want only a few selected scenes to be altered choose the according scene and provide us with the customized text and a draft of the desired animation. Within the field “animation description” you can specify the details of the animation. 

Price calculation: A modification costs about around 100 USD per scene (depends on the complexity of the desired animation). So, if you only want to change the logo at the beginning and the end with the intro voice change it will cost 200 USD. The creation of a customized new video of about 2 mins length with a voice of your choice starts from USD 2’000 (includes voice & image/animation design).

	#
	Voice-over
	Animation Plan
	Storyboard

	1
	This is a LUCY video, will teach you to recognize security risks in the workplace and how to react if a security situation arises.
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	2
	So, what is risk?
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	3
	Risk is defined as the likelihood of undesirable outcome that results from an incident or an event.
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	4
	It has three components:
 Threat,
Vulnerability, 

Consequence
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	5
	Your company may utilize various measures to minimize the risk to security
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	6
	But no single measure could do what employees can by staying vigilant in all situation
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	7
	So, what are the threats to workplace security?
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	9

	First, Access in security control threat
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	10
	They have to do with unauthorize access to sensitive areas or information
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	11
	Typical access control procedure includes:
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	12
	Employee and visitor identification checks or searches
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	13
	Limited access to keys and identification cards
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	14
	Verification of all deliveries
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	15
	Keeping of current database of employee’s vehicles
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	16
	Limited access for contractors, vendors, and temporary employees
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	17
	Training mailroom personnel about recognizing suspicious items
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	18
	Many facilities incorporate access control via employee and visitor badges and id`s that restrict entry to only certain areas
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ID CARD

	19
	What you should know about your id badge?
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	20
	It must be perfectly visible at all times
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	21
	It is for your use only, no matter the circumstance or who’s asking to borrow, share or use your id,
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	22
	A lost badge must be reported immediately
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	23
	What about visitors and none familiar individual
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	24
	Non-employee should be issued a visitors’ badge and must be escorted at all times
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	25
	In case an individual seems suspicious, don’t let them out of your sight
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	27
	And notify security about their presence right away,
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	28
	If you approach an unfamiliar individual, maintain safe distance
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	29
	Do not accept a brief and unsatisfactory explanation
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	Use open ended question
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	Verify the legitimacy of the person appointment
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	Notify security or your supervisor and wait for them.
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	Number 2: Criminal and terrorist threat
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	Any kind of organization from hotel, banks, and grocery store,
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	To manufacturing plans and non-profit organization can become a criminal or terrorist activity venue
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	If you notice individual that behaves suspiciously 
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	Pay close attention for any sign of criminal and terrorist activity
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	Be aware how criminal or terrorist could use your facility for the wrong purposes
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	Immediately alert your security personnel
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	Report the situation if it looks or feels wrong
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	Behaviour that should raise your suspicious include
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	Nervousness, evasive attitude or undue need for privacy 
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	Attempts to gain access to restricted area
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	Individual taking notes, pictures or videos of the facility
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	Always be alert for changes or unusual situation around your workplace such as:
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	Tempered age back units
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	Abandon vehicles
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	Damage fence line
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	Or missing property
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	Suspicious packages or items like maps, liquids, fumes, etc.
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	Should you notice anything unusual 
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	immediately report the situation to appropriate security personnel
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	Other forms of criminal activity could include
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	Abandon or suspicious vehicles that you should report
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	 Bomb threats that you should take seriously
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	Suspicious packages or mail that you should not open
	
	[image: image54.png]




	
	theft and diversion tactic use to gain information, or items of high value
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	Number 3: workplace violence
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	Violent behaviour can be a threat to any organization
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	Always pay attention to employees, former employees,
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	visitors and other individual for signs of violence behaviour
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	Report any suspicious behaviour to appropriate personnel
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	What is some sign of violent behaviour?
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	Depression and or withdrawal
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	Repeated violations of organizational policies
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	explosive outburst of anger or rage without provocation
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	Behaviour that might indicate paranoia
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	Domestic problems leaking into the workplace
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	Severe financial problems
	
	[image: image67.png]




	
	Previous violent incident
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	Number 4; information and cyber threats
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	In today’s technology driven world Information are very important
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	We lock our work computer with passwords
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	We lock sensitive information in restricted area and or places
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	We store are information in devices with large stores capacities
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	Since our organization store tons of personally identifiable information or PII
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	They need to follow some rules
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	Apply that need to know principles before disclosing PII to other personnel
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	Challenge the need for the request PII before sharing
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	Consider PII material for official use only
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	Limit the collection of PII for authorized purposes only
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	To safeguard sensitive information
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	Store it in a place with access control
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	Never send sensitive information to unauthorized individual
	
	[image: image82.png];





	
	Never leak sensitive information, of community workstation or printers.
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	Avoid a loss or a theft of computer devices, and removable storage media
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	Destroy all sensitive information before disposal
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	Cyber criminals open use social engineering techniques to gain information
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	This involve phone interaction, to Impersonate someone and ask for confidential information
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	Face-to-face interaction to learn about the victim interests, hobbies and work
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	Email or social media interaction to gain the victim trust and ask for personal information
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	Cyber threats can take many forms
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	Hacker attacks
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	Malicious program like viruses, worms, malware etc.
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	Information gathering
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	Identity theft
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	Theft of removable media
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	Protected measures that help against potential cyber security threats include
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	Firewalls and virus protective system 
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	Password procedures
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	Information encryption software
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	Computer access control system
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	Computer security staff background check and training
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	Computer system recovery and restoration plans
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	Intrusion detection systems
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	Backup systems
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	Thank you for watching
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THANK YOU FOR WATCHING!

	
	And remember always be attentive and careful for threats 
on your working environment
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Keep safe

Be cautious.





THANK YOU FOR WATCHING!

 -KEEP SAFE

-BE CAUTIOUS.

	
	You never know when your vigilant observation might be needed.
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