SAMPLE Lucy Movie Storyboard “Ransomware Awareness Video” 

Introduction: Each LUCY Video is split up in different scenes / animations. This video script covers the Ransomware Awareness Video
If you want only a few selected scenes to be altered choose the according scene and provide us with the customized text and a draft of the desired animation. Within the field “animation description” you can specify the details of the animation. 

Price calculation: A modification costs about around 100 USD per scene (depends on the complexity of the desired animation). So, if you only want to change the logo at the beginning and the end with the intro voice change it will cost 200 USD. The creation of a customized new video of about 2 mins length with a voice of your choice starts from USD 2’000 (includes voice & image/animation design).

	#
	Voice-over
	Animation Plan
	Storyboard
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	Companies and individual people are currently being held to ransom by cyber criminals
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	on a grand scale and losing lots of money and valuable data in the process.
	
	[image: image2.png]2 pemo video 1

Al rights reserved. For more info please call: gy

+4144 55719 37 or vist wwwwlucysecurity o o






	3
	At peak periods more than 10,000 computers are infected per day and that's only in Germany.
	
	[image: image3.png]- .

‘Demo video

All rights reserved. For more info please call: g

+41 44 557 19 37 or visit www.lucysecurity.coff
-





	4
	Let me tell you personally how it works. User receive an email with an attachment,
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	opening the attachment activates the malware in the background and immediately starts encrypting all of the information that confined.
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	You can basically think of it as the kidnapping of your data, local hard drives and network drives
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	are mostly affected but also central media storage just well as online storage services offered by cloud providers.
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	Users then receive a notification — the ransom note so the speak that all their data has been encrypted with unbreakable code
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your data has been encrypted! pay the amount of xy btc to secure your files.

pay now!
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	and did if they pay the ransom they will send a key to unlock the data.
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	Payment takes place using a form of a digital currency such as "Bitcoins" which makes it more or less impossible
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	to trace the recepient but its not a good idea to pay the ransom anyway,
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	as up until now the relevant key has only been supplied in a few isolated cases.
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	These kinds of ransom attacks cause massive damage, it's sometimes possible to restore network files
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	from back up using a very laborious procedure that unsecure data on local hard drives such as photo or documents are generally lost for good
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	So how can you protect yourself against on such attacks?
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	Don't trust the email sender. Sender addresses are nowadays very easy to forge.
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	Always be skeptical before clicking on a link in an email or opening an attachment, carry out some possibility check first
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	Do you actually know the sender?
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	Does the email content makes sense?
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	For example: If your a telecom customer, there's no reason to click on a allege reminder from vodafone.
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	Does the word choice and form of address match the sender's style?
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	when you are in doubt just call the sender and reassure yourself that the email has really come from this person.
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	One very clear sign of a potential attack is always the sense of urgency created.
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	So you should be particularly aware of your being ask to open an attachment or link immediately.
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	You can also use technlogical measures to protect your private pc.
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	In our company, are IT's are taking care of those measures but at home it's up to you.
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	For example, deactivate the automatic running of macros and microsoft office.
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	Ransom trojans are often hidden and word or excel files and deactivated via the macro function, keep all your software up to date.
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	Does includes your operating system, Microsoft office, your web browser, flash player, multimedia player and so on.
	
	[image: image29.png]Demo video
All rights reserved. For more inf
+41 44 557 19 37 or visit www.l ecurity.com ucy





	30
	To do this activate the "install updates automatically" function.
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	but it will detect a great deal of it and never forget to make regular back ups of sensitive data.
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	Use an external hard drive that isn't permanently connected to your computer,
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	otherwise the ransomware will simply encrypt your back up data too.
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	If you do happen to get caught out, disconnect the power plug as soon you see the ransom note.
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your data has been encrypted! pay the amount of xy btc to rescue your files.

pay now! 
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	If your lucky, the trojan won' t have had enough time to encrypt all your data.
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	Your next step is to ask your IT experts for help. They will remove the malware and help to install your back up if you have one.
	
	[image: image36.png]+4144 557 19 .lucysecurity.com





HELP

	37
	Please don't discardly encrypted data but save it on external hard drive.
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	With luck there may be one day be ways to decrypt your files
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	and one final warning, there are forge emails going around that warn against ransom software.
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	However, the attachment to these emails install precisely this kind of malware.
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	So, stay alert and continue helping to protect your company.
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	We are counting on you!
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