SAMPLE Lucy Movie Storyboard “Mobile Security Awareness Video” 

[bookmark: _GoBack]Introduction: Each LUCY Video is split up in different scenes / animations. This video script covers the Mobile Security Awareness video

If you want only a few selected scenes to be altered choose the according scene and provide us with the customized text and a draft of the desired animation. Within the field “animation description” you can specify the details of the animation. 

Price calculation: A modification costs about around 100 USD per scene (depends on the complexity of the desired animation). So, if you only want to change the logo at the beginning and the end with the intro voice change it will cost 200 USD. The creation of a customized new video of about 2 mins length with a voice of your choice starts from USD 2’000 (includes voice & image/animation design).


	#
	Voice-over
	Animation Plan
	Storyboard

	1
	This is a LUCY awareness video
	1. logo animation
	[image: https://lh6.googleusercontent.com/LGwG_o6jaaEdJBwa0PyoLAgXayP0vJbM6UUX-rsq99mrzwEVcRZ2YktF8NZAoJY-qTRPNqZQcZ93wvwc6hG68R_W_2hI2jW8-WqTiU6VJkKzv4ELnC3dU-lv74wtl8cbZpmcfrc3]

	2
	Your mobile device doesn’t just contain private information about you, it often times contains sensitive information about our business.  Here are a couple tips on protecting your mobile device.
	1. Phone appears on the left 
2. Security icon appears on the phone screen
3. Notes appears on the right
4. Text animated 
	[image: https://lh3.googleusercontent.com/_2MTMi7hKg_SdNOkxp59mD1XAMRH5N4PLfdZxREpQH0KKXTXLmgLKQY0uUjhzaKoBaqSnEL8TqSAOFelQX3v8Jqd7AjETTPKu4JAwb6Wblug9Yv2AV37kZ5O7esd7OSLEGy06ppC]
INTRODUCTION
*  Your phone and tablet hold personal data.
*  You need to keep your data safe from prying eyes.

* These precautions will help.

	3
	To protect against viruses and malware, stay up-to-date on your updates.  Always maintain the latest version of your mobile antivirus app, web browser, operating system.
	1. New text appears on the note
2. Phone screen changes to cogs (working)
3. Cloud appears above

	[image: https://lh4.googleusercontent.com/1wR_rrrj7cbS1ZaW5BYLtOt9H_swy-o2qdUNtMZbdTUD0oCJPROpgsZzTELU4ZwtojG529cixwuHpm5bWmZTdlfZmuGMn4BhQqW4rHz1Ml5-JXVKPMv1xD9zDX3nmyE2pOq3z-Ps]
Keep security software up-to-date.
* Keep your software and operating systems up to date.

	4
	Many of us download apps that we use once and then forget it.  It’s a good security practice to occasionally “clean house” and delete all apps you no longer use.
	1. New text appears on the note
2. Phone on the screen changes 
3. Hand deletes the apps several times

	[image: https://lh4.googleusercontent.com/DqnFnokQeIUtSEnd6IVUqdjSikQg5gRBi7GfS_R-L1a8CnO34aisrLPRfh1-HWddHKUbvAREjnKahDOYL-plGxJuxV7o5R_daI4Ei50J1hs5YbJC76ZnWKbUEIvFbxhC2HVBc55L]
[image: https://lh6.googleusercontent.com/K6bgz5it0voHv6Jfzixqukz0qpOVs3Xg8V_iZcg_cyATuvIlhbBflKPTAkKF4VuknmrvpV6JTBgBcMo-zFGlvSw68IBL12qNhOKIGArnJExpbPXw8Z7DeCyVC4dbFZAbuhKUx1ac]

Delete when done:
*Don’t keep unused apps on your device. Delete them!

	5
	Use strong passwords, passcodes or other features such as touch identification to lock your devices. Even if your device is lost, your email and other sensitive data is safe.

	1. New text appears on the note
2. Phone has a black screen
3. Image appears on the phone and unlocking animation appears
	[image: https://lh5.googleusercontent.com/iI0hzW_9Tihor-qUI4vbaEDzGp4Uihf9L_uxssBqKEnUMEw_ydDqoKOu8t8MUW7am61Vn_iglw3HT8EwLcz5VFLq2jTT2qMWQ92Z7cJGtIShWQsYiQ1Y4REuRJrZ79VwH6krYpgV]
Secure your devices 
*  Use strong passwords.
*  Always use lock screen features.
* Enable touch ID if it’s available

	6
	Yep, they’re watching you.  Be aware of which apps you allow to access your information as this information can be collected and used in a malicious way 
	1. New text appears on the note
2. Screen changes
3. Icons of apps appear 
	[image: https://lh4.googleusercontent.com/Zs4FAkz5DnlM1y7gYLasYPG4E4i2M7lYc1hTV_dA_HNavXFRFfrRfdotJwWI3jic6K5Q-eKuX7DrUeNrjLbWePKrCu46ZZrcBlKzxF8-LRV7kMrwLOxilx9nvNdP_-HlpKc3h-fq]
Personal information is valuable. Protect it!
*  Take care of your personal information;
*  Think about which apps you allow to access it.
*  Check whether apps and websites are collecting too much data from you?

	7
	and use the security and privacy settings on websites and apps to manage what is shared about you and who sees it. 
	1. New text appears on the note
2. Screen changes 
3. Different options of privacy settings are shown
	[image: https://lh3.googleusercontent.com/DyYCgYMuMpEnRfkW_xyFLN7i24PNKRaP6DWJkhyLk2ZVIUw0WGyBMCHanASBEgik_tP2qg1Jj_LAlgmfx0-CYuGy0LRXjFCE40PWncqL-cF_yhe8zhpJ4yYBDzmcWNTB1GMB-KwO]
Protect your privacy
*Use security features inside the apps you use.

easy\moderate\hard

	8
	Disable WiFi and Bluetooth when not in use as these can be used to track your movement.  Some retail stores ae already using this to track their customer’s movements inside their stores. 
	1. New text appears on the note
2. Screen changes 
3. Disconnect button is clicked

	[image: https://lh3.googleusercontent.com/KwAYBmcQaA9yH2-7JenYDbyzxj2WpTyBVMbt-Qd4hn5muYOE-hoBT8u034Isqw0XEn7TTWlmASUi5NVdfA9VZqFWOcOPl1bbHDz1k4M9O-BDNvWPZWs7KMB8uOAScI78g2bRVKPe]
[image: https://lh4.googleusercontent.com/Hij0nM5rxtQjjYe8PDAkwcVwpLLTU0Tl-SDmvmS_I681uM5WZd7c246Z7zTovh4daGpomxzjKJ3EAA7RWQelAQrwndU58p_DBz9DcS6Tsi29FNE5pve8ZaAPDP0R-ND85WOqPq3v]
Don’t get tracked
* Turn off wifi and Bluetooth when not in use. 

	9
	Remember that public wireless networks and hotspots are not secure. Anyone could potentially see what you are doing on your laptop or smartphone while you are connected. Limit what you do on public WiFi, and avoid logging in to key accounts like email or sensitive apps like your online banking.  Consider using a virtual private network (VPN) or a personal/mobile hotspot if you need a more secure connection for your business related activities.
	1. New text appears on the note
2. Wi fi router appears
3. Phone appears and CONNECT is clicked on it
4. Green line “runs” from wi fi to the phone
5. Notebook appears below
6. Scull appears on its screen
7. Line turns from green to red
	[image: https://lh3.googleusercontent.com/Bwa30-KtVLqcnz4oXFyxTLniwsmvxiXUk2U-WEMYcMXXk-K7jA0yiO4LY2iwZ4oq5N7nih-DvjOidkW-2GQHC-_9zRPMdaVozh14If718Ws8Eukf4z5VE59ybzkFOhY5FR16tZVr]
Get savvy about WiFi hotspots
*  Never share your information over a public wifi.
*  Set up a VPN as an alternative.
* Use your mobile to create a personal ‘hotspot’.

	10
	Fraudulent text messages (phishing), calls and voicemails are on the rise. Just as with email, mobile requests for personal data or immediate action are almost always scams.
	1. New text appears on the note
2. Phone appears 
3. Image appears the screen and login and password is typed
4. Hand appears and tries to click the sign in
5. Criminal appears behind the phone - the hand stops
	[image: https://lh6.googleusercontent.com/6oPjF5g2k12U-X8SHKuO9FQ60h8_S-ArHQZGQW5iMXc_YzvS_tt1fTF2emudfZqWX1Ssgh6vo1cupV9Jm8pmPDPoLwTPcdsyPY-hSS5Mm90jbTg47ScUjfEaPYzISI8zoekhMab2]
When in doubt, don’t respond
*  Emails or texts from legitimate sources will never ask you for your details.
*  If you are asked for your details, never give them.

	11
	Install remote locate, track, lock, wipe, backup and restore software to retrieve, protect or restore a lost or stolen mobile device and the personal data on that device
	1. New text appears on the note
2. Phone with image appears
3. Rubber appears and starts rubbing the password
	[image: https://lh6.googleusercontent.com/COjbOcTBG_o97WWhp90bDIu2Is5lmUcOXnnqkIXauNAQRDteYKqFu1zLQz0SQ9qmFg6X148d2oK8aPOp8WZVYRZdHLjUM6O0USNjwmmYToABAVqhCGc4TzG3pA2mHTazwuFR3Y9R]
Enable Remote wiping
*  Install software that allows you to track your phone remotely.
*  Get software that allows you to wipe all data from your device if it is lost or stolen.

	12
	Configure your device to lock automatically after a period of time. Only those with knowledge of the passcode can unlock the device.
	1. New text appears on the note
2. Screen changes
3. The clock runs 
4. Then the lock appears 
	[image: https://lh3.googleusercontent.com/q084WHwWMFEmI8VN6ZIw37HBlZhQ-MwnM3iCONsEX7roSIldBU61LCak-3Up4zn_p_NS42e0okJm5eNXdAtgPx7NmIrPAltbN1gmmIUAReBbAMbDW_YYSzviu43m8z8v7T5Cdr9i]
Enable Device auto-lock 
*  Always use auto-lock.
*  Never share your password.

	13
	Don't not let your mobile devices be used by children.  But if you do, consider disabling in-app purchasing.  These downloads are made to appeal to kids but are often malware in disguise.
	1. New text appears on the note
2. Screen changes 
3. Children icon appears
4. Block sign appears on it 
	[image: https://lh3.googleusercontent.com/W6-kYRk-Tznm9jN2qQOWpYv-4VeMTLl5thp8awSLAJlzMtDUbJz1Ugeixb47WwE-7Je47SxI3NGUB11FjizEojiSY-CNHm1QZPMP-40FYMulrB769WNH-ya04jlrKqIzHo0uPQff]
Don’t let your children play with a phone you use for business
*  Don’t allow children to play with your devices.
*  If children have accessed your phone or tablet, check for any downloads and delete them.

	14
	Telephone calls using GSM technology (mobile standard for voice and data) are not eavesdrop-proof. If possible, avoid mobile phones when discussing confidential information. Be aware of your surroundings while you are on the telephone.  Who might over hear?
	1. New text appears on the note
2. Screen changes
3. Icons appear on the screen 1 by 1 
	[image: https://lh5.googleusercontent.com/sTwpZc55GuMH0sOPSkKb3JouLELr7n1HpP637eGrhmjdUkQOy492mxqt60KrGdVbxblO6QVEt8oMkrVL-ZUopTi2D5fcDCwbI7D5M9HElu33_hc3WSMtuHW-x2GLy5C65sxk-0QY]
Someone else might be listening
*  Phone calls are not secure.
*  Always find a private place to make calls that might need your data.
*  Watch out for eavesdroppers. Not all threats are electronic!

	15
	Bottom Line: Try to always be careful and stay alert to possible threats when handling mobile devices.  When you are unsure, immediately direct your questions to your IT colleagues, they are your best resource.
THANK YOU FOR YOUR PARTICIPATION 

	1. Image appears
2. Text is animated
3. Logo animation at the end
	[image: https://lh5.googleusercontent.com/_Qf2Ax0U0mPibjhBQeqpic_8SyEtJPO899LGEgNGNBmIAxMlHkY-_ODqj902I0gPszU-3EuHmkIISpGiLb4kcdwKiBRG0VclL4u46oq7XcV5QSwcg3hbdFqo8XBhD7Jbp6j2dpX0]
*  THANKS FOR WATCHING
*  You can keep your data safe, just by using these tips and being cautious.
[image: https://lh4.googleusercontent.com/enmT6BaDl3K6-DKohDr-8OGhHDXQvtnEOWlRiVWKrTBAWV31C_W_3dGRzwbov-B9C80mEF_WbtiuQcYNBt0lS4Su82ff4sTojvsEL66w8AkSbwTd9os3M6A_7n1DYeoLlQBiN0P_]
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