[bookmark: _GoBack]Movie Storyboard “Physcical Security Awareness Video” 

Introduction: Each LUCY Video is split up in different scenes / animations. This video script covers the awareness video under:

https://www.youtube.com/watch?v=ORS9DPKJlks


If you want only a few selected scenes to be altered choose the according scene and provide us with the customized text and a draft of the desired animation. Within the field “animation description” you can specify the details of the animation. 

Price calculation: A modification costs about around 100 USD per scene (depends on the complexity of the desired animation). So if you only want to change the logo at the beginning and the end with the intro voice change it will cost 200 USD. The creation of a customized new video of about 2 mins length with a voice of your choice starts from USD 2’000 (includes voice & image/animation design).


	#
	Voice-over
	Animation
	Storyboard

	1
	This is a LUCY 
Physical security video
	1. Logo and text animation
	[image: https://lh3.googleusercontent.com/ardgLYvZXt4R5ERTh_aBlEemRBjsbLDvwKKr8Z4A3_OOjqaX2kFrUP6UfKLDFJ0XEPAsePr3uGpi20bFy_7mq0ThceX2kAH5j-wqPxFXobenXZ9NYB3rrA9WQz3bWT3a7eLoqJ_v]


	2
	So how exactly can PHYSICAL SECURITY prevent huge thefts from your organization? 
Well, network systems aren't the only way that sensitive information can be stolen or used against an organization. Physical security must be implemented correctly to prevent attackers from gaining physical access and taking what they want.

	1. Notes appears on the right
2. Text animated
3. 2 person appear on the left 
4. Employee gives the criminal confidential data
5. Block sign appears 
	[image: https://lh5.googleusercontent.com/oOWQeYXix1vI72lHiOiQVjhXJXSfiESKqgWckjzoTJwtoSpkGUnW9VBWzMowX6HWngmawPZ_R77ZqKsnoYLgG9CMziRJGscmh_nX2osVIsGRZs_egd1c8ANldTIdhguQf3VjdfL5]


	3
	If you need to leave your devices unattended: secure them!
Secure your area before leaving it unattended: take keys out of drawers, close and lock windows, never share your access code, card or key, and don't hold secure doors open for people you don't know. Be sure to lock up equipment and sensitive material before you leave them unattended.
 
 

	1. Text is animated on the note 
2. Image appears on the left 
3. Lock appears on the screen and thumb up icon appears
	[image: https://lh5.googleusercontent.com/i6m6Jl0iiMeMJNzCNNoBuoFTBjv-nGkRdw0ci93z-M7NlGgmaoqWk5b4SirAPQAoRQObtKQi4STSewq51i-dbetwk-gNa99x8z_XUcmQHQTVBfN2cN7xhxFhvRuV5_BEg69JpAn1]


	4
	Shoulder surfing is using direct observation techniques, such as looking over someone's shoulder, to get information. 
It is an effective way to get information in crowded places because it's relatively easy to stand next to someone and watch as they fill out a form, enter a PIN number at an ATM machine, or use a calling card at a public pay phone.

	1. Text is animated on the note 
2. Image appears on the left 
3. Character looking at the tablet appears
4. Criminal appears 
5. Tablet is changed to ATM and then to phone
	[image: https://lh6.googleusercontent.com/-6IIxHRcoN9oNxGXeewQ95GIXNc3KUouF4JELad4LR9-Nm8d9B2VFYvchcMc1Ny5esaSKmi1-uDPEABVK1Z0AbhXr0YuaHaGP5sI8XKeIlxGRvMAAZZV_X2g2M0zu4IUJc8UT7bt]
[image: https://lh4.googleusercontent.com/ZfH07H5aDhouT7_6mLDeQlvPVxx-F1hlQMtt9-n7reHpKqN9sA0nWyZnbGdAIOUykzMCOcOAIhSrodxe6mJ5IUEHWbXLPyRfCM4rk4WPxLgEZXAe35nXpoCJe8qwN1i6FbPlUGoK]

[image: https://lh4.googleusercontent.com/xpimou7AnATI9E4f_egtEc7RcDoAkC-GMXS_FicwYZ8Gal9RKuIOk4bGphWlkBrpk-_sIVDks9MFf7U5BsfjQ3ugo81P9FihB5eo1x6yCLQd5dZxzkceDXzhK0TSq1jNhIM4mu2P]


	5
	To prevent shoulder surfing, experts recommend that you shield paperwork or your keypad from view by using your body or cupping your hand.

	0. Character with confidential data appears
1. Character is cupping his hands above the confidential data
	[image: https://lh4.googleusercontent.com/AX4dXAHD_KhVSAoyK4A1CzwPvLA8vVluWKHDpBHBrUsrKJK4ot4dTSuAE7A-WPar-jlC_2q2KYuaV1AIwhGojHqGeSOeDspcYyo6hHF9QkQxpC6HP7PN4t7Y0r4DjgYpJXTOkD7z]


	6
	Physically secure laptop computers and mobile devices at all times: keep them with you or lock them up securely before you step away -- even just for a second. And make sure they are locked to or in something permanent.
 

	1. Text is animated on the note 
2. PC appears and lock appears on it
	[image: https://lh6.googleusercontent.com/NQ-0YHLZgDvbgf5_u0eyvl3XFwtZu9f0Gm_niUEG_5g40alD1TFrweF4N913iiGlWspmysLcB-c9yGc9lGISx9kSrC_1pcTD0Urn7h086JRUXEY6-ss5Sfwc3SBOmm7VSL6yR6Vf]


	7
	Don't leave mobile devices unattended in public places.
Be especially careful with portable devices (such as laptop computers, mobile phones, memory sticks, CDs/DVDs/floppy disks). These items are extra vulnerable to theft or loss.
 
	0. Public place appears 
1. Icons of devices appear as V\O mentions them
	[image: https://lh3.googleusercontent.com/XBzc8jfbPdgKl58U1M6kW8zF1q9oGYXbwaeD2yPzV4R3Tm-Nz9sDkOSJ8EsRZzGkT0ZO7kAf3plyHFPbrRg0cE3IDa8CaPNZ476rVzqHBGqEGL-dMaA3VoReIkzOAtzwrb9uwPVa]


	8
	If you find a random USB device lying around, give it to the IT support team. 
The IT department can find the owner without putting the system in danger.

	1. Image appears with the question
2. Text appears in the note 
3. Text is changed in the note
	[image: https://lh4.googleusercontent.com/K2jnZpDsl4e7avJPqOWxwp15Oc3b6PKiUCCA7cSZ_DBF-jAmkjG9sB2Uh_8SIXI3ncU2desyZ3Uu384kFl5-qla6XK_MVkiB-203CiohKjyj73zoX4-F1wLTUFJpaepQVJTcOsr7]

[image: https://lh4.googleusercontent.com/IFoNkM-f7GDTXlpdOBv5eLWChAGv1c9IgrxQsiRN5WuEeg8L2WrYpw9lJie5-0Pj65IDNEQlhxAotAoLRw4qfqBWRZWbVcZDWgdifk-rbyyFkHVMJzCPumW21dwBCSNj_tGWwpwW]



	9
	Enable remote wipe 
Some devices can be set to be erased remotely, or to erase themselves if the password/PIN is entered incorrectly too many times. 
Consider turning these on to protect information in the case of theft or loss. Be sure to back up your device regularly if you enable these features!
 
 

	1. Text is animated in the note 
2. Animation of wiping data on the phone
3. Screen changes and *Create Backup* button is clicked
	[image: https://lh6.googleusercontent.com/nuV4DAmb-vJQ4I7K9YW3c6htwVEFhueb5GwlJa6DNs-d0oDLoUWaenqvUr9L2B58CZddW2JwGpcmDdupdvx6Q6lfKoEx-tMQaGtkY2ArsiPrqlT1cIgsDozuObBFFmusiYggsJGS]
[image: https://lh3.googleusercontent.com/OBAHJKz64s4h4gMDbHp5N9qYLawVvEV42DFXCQerJkrsX8eEeg2MhMjuOj1xheweLp5QXK5G0tLCIy-6WvxQe6_6m-YlvqP46c26jvBJNrdQ-4i7hIucj8xOXh96Z3fBhD-4CLai]


	10
	Password-protect all of your devices
Use a complex password and set the device to lock after a short period of inactivity.
 

	1. Same animation as in reference 
	[image: https://lh3.googleusercontent.com/G5io96p1XhzZofB_7--8zAsUJpgCPWWGucXExOk3dQcuxwrHKnhAmejMHFpd88XF3dHTuFSpSXsJDor_5cXJB6FQ1D4zonR27JTEz1s2Xm1P3ksPPMfQrCwST38KohRpCg2msiy6]


	11
	Sensitive documents must never be disposed of in the
wastepaper basket. Also, don’t forget:
If you print a document, you should always pick up the printouts.

	1. Same animation as in Lucy Awarness V2
2. Bin appears
3. Document labeled “secret info” appears on the floor near the bin
4. Printer appears
5. Stack of papers appear labeled top secret appear on it
	[image: https://lh4.googleusercontent.com/syyG0vllQKA2ZJB5GlEXvxNXI6tDSC9GvQkI8vrZrNH_4S57gLUPvO5tMAO7IBen13FqrZN0tV5MgvApTXrdushhFh6I7IM0OXhEYTgXNvZAWxGVRiNe4BMTfSATt7PVKOFe_gu3]

	12
	Sometimes an attacker might look through your trash hoping to discover
useful information that may allow access to your network.

	0. Same animation as in Lucy Awarness V2
1. Trash bin appears
2. One hand appears and throws the documents into the trash bin
3. Criminal hand appear and pull  the documents out of the bin
	[image: https://lh4.googleusercontent.com/quX-kEk-wRDaRdWhIcEY7SxmOn7GMyCijpvg0RvEFoFFCwCWZFexNXZziiaLnlKNdoYIfP1mgQM_em7w8U1PPrHeU0Fw5pJFRI13CIPVCGXNGzR8IB6923r0MnSCSWCMqyXIYzNP]
[image: https://lh4.googleusercontent.com/gadnVDVad_F6iBCKGRfqzhoUUULr6bVALWgZd2CuO2mGTiR0LflQG8-SHLDkjG8YoCiBP9x3pFVfUK--5lcCg421uhpPDibsv3kHrL4XdsDoad0CCIVEnAfh1UAEVItrmNeoM9b7]

	13
	An attacker may try to gain access by pretending to be an employee, visitor or service personnel.


	1. Security guard appears near building entrance
2. Second character appears near to him
3. Security guard shows stop
4. Block sign appears
	[image: https://lh3.googleusercontent.com/rxRWlASocA61uAS_pyeUI39-WcteCcXBmz_qa7-7sA9yXi6lfVVBI9MB6b2B7M5sTtZTJ5q9D5QuhGTTTXygHHAwB7n-lV_6Ha0XvnQotwR7INpXMb9dunWTHoK0HDYNXqvqplPp]

[image: https://lh6.googleusercontent.com/g0V6RH29B2-qadksS-XH79LDMhENJHrz33ayRz35y7jIZ-OKKCkolpqouF5xKCuK2taLfdeyEmjBj9zU9xnOlWfpN3zE91loRqzTjajQqLgfhkAevEw18o1DIc6o5OT58Kc68s1t]

	14
	Follow a Clean Desk Policy:
Following a clean desk policy will help us reduce the risk of information theft, fraud, or a security breach caused by sensitive information being left in plain view.

	1. PC monitor appears
2. Stickers with login and passwords appear on it
3. Block signs appear 
4. Stickers disappear

	[image: https://lh3.googleusercontent.com/KKY4HdKd6ghHxzu_l3_jeSO3JUmLR9q2BU0VnUPcsEieRlsgEIFx0V40DeDFgjrvc3qblvkqOUwZjMzUFO4qub4CYwYznxJVJ1O62f6OtaD9MLgfGzEg4bWbMpSzyBkPwyeBZhF_]
[image: https://lh6.googleusercontent.com/iyH92Gc7FK6zZvt_4VorE_qBnk0vO81C4bCtTbQ2BCdJc6iMmik_KGNwwtaOzxmjhYH2USTLlkaPIHnNIkqaOBbodAKn24oZn9jurq7HLwI-mD_76WXe_TOtMAWLZyfq55I6k5HT]

	15
	Lost your device? Report lost or stolen devices directly to your it department & notify your supervisor.

	1. Text is animated 
2. Images on the left appears as V\O mentions them

	[image: https://lh6.googleusercontent.com/6fNgpAVjVrbRbqhz4sOFb3eyDwQ4SaC9Uw_Yj9Vm4aAuWy8X9yuIzw3Ct62DHjdGLTYshDidz9c_whIZHWSscPvgaz0yFiUnr5lCIN8ko1FCPyBfBAxbpQfhlpkgpSMqQTm2uQ5k]


	16
	For phones, notify your cellular carrier -- see if they can deactivate the device.

	0. Text is animated 
1. Phone appears on the left
2. Block sign appears
	[image: https://lh4.googleusercontent.com/SL0u3KZBdSCbspm6M92zxTuYKUNAuP3J4whpVSl7GpI7e5gY7KfeuZDfaArkJGuvG8FGO273-v6SGYhxIW_bWDO-oBQVThoYX6_l4XWw-Z3ESciYuvRIOAt7U3TjYL5yWCpvxd6-]


	17
	Change all passwords stored or used on the device, including email, Dropbox, banking, etc.

	0. Text is animated 
1. Images on the left appears as V\O mentions them
	[image: https://lh6.googleusercontent.com/x5cDjRg4UAEBVW2lz3Op9fG4dxX0rkzjfiEND_TwA5F90v9twkxAzSgsakbUeXxAC5Gh5fzZGuyxFwX03qxQhpCQBuSLGzCdgyGYTTd5MVcBgxegJPDKPzPJk-KcGUsz6YPlJFL5]


	18
	Notify credit card companies and banks if you used the device for shopping or banking.

	0. Text is animated 
1. Images on the left appears as V\O mentions them
	[image: https://lh6.googleusercontent.com/1uw9gYQWd-0lEtjVPKZVMv5F-Q3VgqJd3-83eUK3YKeH2AMw7n1UefocoplasXFh-KSRFJUH49wYGwPhhChj4O0F2htM8Eufw8le6CnzNxKPG4e2H20rxst71CzYdZCqn6Vu8Xyw]


	19
	Try to track its location, if possible.

	0. Text is animated 
1. Images on the left appears as V\O mentions them
	[image: https://lh4.googleusercontent.com/5_OGQz7n40FMdEtu0yCXdBtd-mJ5GMLWJA2SI_y3G8v-_W9SlcSeow4qesaaDm7G60le5PsoCHAywvfJX9ErQl-rx4jOPEeIIUPVYj0xV6istu2ujgLEcLikhN2L7__2Dmwaqz8c]


	20
	Try remote wipe if sensitive information, passwords, or credit cards were stored.

	0. Text is animated 
1. Images on the left appears as V\O mentions them
2. We show the wiping process on the screen
	[image: https://lh6.googleusercontent.com/9EKDZb20JtRgknYaAksRnXUMUJMWhvY9Rxg9e8npqy71DfCZ20Ww6G3i6GnCiCdifMk4Cm6L03SwuuQUNp8TDI0lRf-Ij6h0dZCEjLjx8PwRLICM_uXjwGOHfp0yAkxUo4YNwwJY]


	21
	THANKS FOR WATCHING 
Should you have questions, do ask your colleagues or the responsible department. They will be happy to help you.

	Characters appear in the left
	[image: https://lh3.googleusercontent.com/iZGy9A8huA68t-rFHVME9Cq7yHC7O72ATHEz2FjLWwQHdB9-RxqYFpzWwcEdYWozbfRa1B688_MW60y9BGhLfsqRYBcx6lmir4UOPDi1945II3tCG4QcsBSmsLd7gusuvE_Yd5Yr]
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