Movie Storyboard “Password Security Awareness Video” 

Introduction: Each LUCY Video is split up in different scenes / animations. This video script covers the awareness video under:

https://www.youtube.com/watch?v=VqEMlofu47k
[bookmark: _GoBack]
If you want only a few selected scenes to be altered choose the according scene and provide us with the customized text and a draft of the desired animation. Within the field “animation description” you can specify the details of the animation. 

Price calculation: A modification costs about around 100 USD per scene (depends on the complexity of the desired animation). So if you only want to change the logo at the beginning and the end with the intro voice change it will cost 200 USD. The creation of a customized new video of about 2 mins length with a voice of your choice starts from USD 2’000 (includes voice & image/animation design).



	#
	Voice-over
	Animation
	Storyboard

	1
	This is a LUCY password security video

	1. Usual logo animation
	[image: https://lh4.googleusercontent.com/IRDX5U0cvM-QPh4q83PvDN4dy44sPTM_-dc1Og-Wivki9ec4ib0I7WXmJZbRTbDPaXQh7aIaCMfx9nKdkr2XC0vSqmxINsR6hebWHCzbr1PazFRkKUUokVstOBoh_KtkmO0e5Gpz]

	2
	So let’s talk about passwords.
Passwords are like keys to your home...but online. You should do everything you can to  prevent people from gaining access to your password. You can also further secure your accounts by using additional authentication methods.

	1. Text appears on the note
2. Gadgets slide in from the left
3. Password icons appear on the screens
4. Bunch of keys appears above
	[image: https://lh3.googleusercontent.com/AQZemGlbylchEky4xFWw1oHqRYZrCuP7DKu0c81s7qUOAlfLY1PuTv2cqcpHEsNbxfwo-68NkSdA5HxWXxmICG8GbsIji6qupChwuEYksOnuBRy9s7g8uSzKPwsikPxGNP9Tvq0s]


	3
	Dictionary programs are one of many tools frequently used to crack passwords. A hacker will launch a dictionary attack by passing every word through a dictionary (which can contain foreign languages in addition to the entire English language), to a login program hoping that a word will eventually match the correct password.
	1. We see animation like in the reference
	[image: https://lh6.googleusercontent.com/YRgwW8ZHGxVuFUtQxmb-SQ8zcGyEhC1rnI9uXCmzoEHZt-Dd7D_h5TUhDHWI482wMOiwJukxWrmAEpMHm1udQBsiaLHUcK-cLLBmzsY9Spo305qB6fWY1omDenuIGuqd-qsCEBxS]


	4
	Some passwords can be cracked instantly by computer software, here is a list of the top 10 worst passwords. All of these passwords would be cracked instantly:
	1. Text appears
2. Passwords are highlighted 1 by 1
	[image: https://lh4.googleusercontent.com/vMpA6VzeUVoeIwfBlMa-cn96ZXOqLbDO9gpULV86t1z0B6hdKbs5MGrVfLS19T0iFiPPULXQ0QeHoiheQ7xzpBodqk-2_xB25Mm_lrbtPLj2JMZnFP6WXHpTmpF-haPjhlZeZNjZ]


	5
	Passwords become more secure as you add more layers of security to them. For example, if you use a password like “Mankato”, it would take about 4 minutes to be cracked. If we add an extra layer of security to our password such as numbers or special characters, we get passwords that take much longer to crack.
	1. Text on the top is animated
2. Two different passwords appear(red and green)
3. Icons appear below (the right clock is ticking faster and faster)
4. Text is animated below the icons
	[image: https://lh3.googleusercontent.com/-UlWkWJU1iS70UxDBM0EAp-RjHMkNcftC7cpBESvCUxDQMhTNzBXpncOkM47k09RkXLvCw3dkr1WQr9YmbdN_DCswir90g_172U2bGu0bTuxia5Gk6QDPf_44tEByxGlI0WssZ9k]


	6
	Want to know how to make your password secure?

	1. Image appears and new text appears
	[image: https://lh4.googleusercontent.com/7lEou8CaA3zSBsBGHy1pbkd78FjYb1zcO3U6oYS2B80t1kJYUc_FBpsGIiBxreWNkBBDMyK6o6fQ70FoMCvetHjCgi6GtugDzxftZztLwucDCuvIIpi774kwRdiH1SVa25XCUrUr]


	7
	TIP1: Don’t Use the Same Password Over and Over Again.
Passwords should be changed on a regular basis, at least twice a year. The primary reason is that if someone has cracked your password without you being aware of it, it makes them have to start all over again. A strong password is one that's never reused.
	1. New text appears on the note
2. Calendar appears
3. Text *180* is animated
4. Bell rings
5. Text animated above
	[image: https://lh6.googleusercontent.com/QcLd7u5dGjbm6nS1cDVe6qQAYo2ICrRMtggJ0UHpm6eRdMU3qWrEWivyvHchI04z-8WhVUdfrTa5gjMNYyVMPaJSRv3zmM4BodFGqCOg58J75_hbK1Y4NLtfFApl3Pe4JuWkUlKQ]


	8
	TIP2: Categorize your passwords in order to minimize the number of passwords you have to remember but also to provide a barrier between systems with sensitive information and those with non-sensitive information. For example, you can use the same password for Gmail and Hotmail, but you should not use the same password for your online banking program. The password you have for your Hotmail (or other Internet email services) should be different than the passwords you use on any work-related systems.
	1. New text appears on the note
2. Picture appears and animated
	[image: https://lh4.googleusercontent.com/eAFf1KXxwIrvpLihJQFqpGmEx32svDtirbFfKntZCZUgPog-AtaFS-uZvgNmnabFw3ecB0TX97NthCdP_qNAQ_auYHlHPjdWCRsb5Zy_sHm9HFZE7SRqxe2cBwJCXIc7PJ9oR7_Z]


	9
	TIP3: It is important not to reuse passwords and to change your passwords on a regular basis.
	1. New text appears on the note
2. Lock appears on the PC screen
3. The color of the lock changes (showing the change of password)
	[image: https://lh6.googleusercontent.com/JNxCwUfQy4GmNFZUfis4OwXq37tFK_jVJ9dP4y882osCg4SddG6FKtJ8C8EGBBQqal_poTglaMHHTGGZCe1ZcbaE_sWMedgdL8Vg8d_FxUVXvNbc4fIKuCHVldS5scqnUn3uxKFk]
[image: https://lh4.googleusercontent.com/7Q_9D3lH06u0W7w4Rjfwdj0smcLOUsp93SfmHXI5JZO0aL37hypB0mbawRbSjpHnwJdBI6Byx2jULfoy_oz6EGuZL_u_ZHUToyB4JiSUoUqrNpURZNatnQUpssEpbkmqbNW1qcfR]


	10
	TIP4: Instead of people guessing passwords, now computers are guessing passwords. For this reason, if your password is made up of words found in a dictionary, it is very easy for a computer to guess it and gain access to your account.

	1. New text appears on the note
2. Password is typing on the PC screen
3. Speech bubble and book in it appear
4. *HACKED* is stamped on the password
	[image: https://lh5.googleusercontent.com/2EykkuNsaKwD1ZW-tuSGXnG_OawDBS4ZBDayEVfyKtbMGRKkiI0Ryhq8ybT9p3SjRUade1oTzsprk9a1gCyZyGWR6x9hbJz-WquqZcmNsBR5-MLCkEyCxZt3Xo9kZ0E2Un50ylcM]


	11
	TIP5: A password should be at least eight characters long.

	1. New text appears on the note
2. Locks appear 1 by 1 

	[image: https://lh4.googleusercontent.com/OAWe1ucFTxtYGj2aLSCyHlqxuMoYsQ5pSrzVGzyTM3SgkdcJOL6KSefa4AbjmuJmvchkkApTM3Dj9dAL-CzJX0awxnOb-78eQAnmbz4cz7smm20vwo0pk40GcPIecKeo-qdr0UEO]


	12
	Tip 6: Moreover, use uppercase, lowercase, special characters, and numbers in your password.

	1. New text appears on the note
2. Text appear 1 by 1 synchronised with V/O
	[image: https://lh6.googleusercontent.com/lKIKAZUW2lpV4t7QUyu5Vzma81MnckEdzpZs0yyEfYeCoX6WWgURIjrZybbHYp-7btA0oGDtV5X96eekXjurHUeqtiQ0oh2PrNt4b7Aa00kfN06c_KQSVpFVzVayMVMEjlucT2sH]


	13
	TIP7: Try not to re-use one of your last five passwords in any form of iteration. See examples on the screen.
	1. New text appears on the note
2. Icon and text in it appear
3. Red cross flies on it
	[image: https://lh6.googleusercontent.com/s29NxZodZ97YdwTDq-yPXKKuhkQlFJG_YwwGGn2qzNoj4e2VPFvdYz-peIDnOB7mfOyfaa6tXHp-sEr9olg6DSpnbl_Nu1Aiija_8bSoPPuDvgDw1rja-1q5KLtENAwUKBvcVG2G]
[image: https://lh5.googleusercontent.com/0LWDNl-OZu2SX-LeT8lhFltChk6nMEmUJXIEnZ1-sETp1RHjRusc6yOTFO3uBKw_WbU1bJkc7DLXt0-Mu3LPPGRs_mdNDw2LXB3823YN0jorKxVuwJFH4w0QMDTEKAX4t4J9MpSI]


	14
	TIP8: Avoid using things like your name, birthday, current year, current season, address, phone number, pet’s name, or other information that may be on social networking profiles, public records, or otherwise easily found or guessed.

	1. New text appears on the note
	[image: https://lh3.googleusercontent.com/rEMNvnC-_l01twF3BOCz732PB1bZpFkUrl7llYIESyK_53Im7_snjqGhnUqzTpOcLypstpETIYHbqM0dVhcWHLXeAB3a6FF4FiDbbho4e14Jj-sWPKObRuNP9Y4GOgWzcmxW42M_]


	15
	TIP9: If you absolutely need to write down a password, never store it in obvious places, such as address books, Rolodex files, under drawers or keyboards, or behind pictures. The worst, but all too common location, is a Post-it note near the computer. Better locations are a safety deposit box or a locked file cabinet. Software is available for popular hand-held computers that can store passwords for numerous accounts in encrypted form.

	1. New text appears on the note
2. Two pictures slide in 
3. *YES* and *NO* icons appear nearby
	[image: https://lh3.googleusercontent.com/MnTeGDWPYiO4aQv8HDGPB7WRXbitSdIcrWM7BahxQnf3oMv77m1BP8U929aDOQ-DrgjGexnLeRJGoNr-xbV7oayCDYBeGmdpXAhYtMPVp9EH8rwbnRkML3dSXArQshtrTsUiLndk]
[image: https://lh4.googleusercontent.com/9rJfDUr31kqAmGtrE9KNS9PLhdHGqNDyOJMDi1pjxVoLShv9OrqdwXW-jXEIr8hD2WNQm4bMYcnkkCHvn-VgRoGMxpaeXNyMrxO0ejkWlTNbYAGnKLgDig_UyB9A-7cVajvSr_Li]


	16
	TIP10: Public computers may not always be securely configured, and can pose a threat to your privacy by storing your password or web cookies. Think twice about going to a secure site if you cannot verify the security of the computer.

	1. New text appears on the note
2. We see several computers with users
3. Icon of opened lock appears above
	[image: https://lh4.googleusercontent.com/RH52sxASZIAyz6wus71LZ6jEerIlqthQ2_VcrZPqZYf57daQqvIHT-uaL6i2k4gPqqz2UKT6cEDpgVCs-V5DMZHFYO02JM9le9sPElY0P9V6M-qo3WLW1ZmX1f8ovfSVVO4DOMD7]


	17
	TIP11: Don't forget that getting passwords by manipulation of users is an example of social engineering. An attacker might telephone a user and say, "Hi. OIT here. We're doing a security test. Can we have your password so we can proceed?" Know that any reputable company you do business with will never ask for your password, and rarely, if ever, need to know your password in order to perform the work.

	1. New text appears on the note
2. Icon of whispering man appears
3. Speech bubble pops up and text is animated in it
	[image: https://lh6.googleusercontent.com/JZhC5tyHuMEIPTaMW-I4jIh_Hj7JO8Ikr7w5D8Xz6gnmYtTMjnpDIbtRH9rR8nCo1riXqy0t5aAXmdbdCR83chq0AUtEPMkOguQCltPfEx5vUvoS1Woe_54IsGKylhLmYrP_NXCy]


	18
	Keep your data safe and be cautious.

	1. Image appears
2. Text is animated
3. Logo animation at the end
	[image: https://lh6.googleusercontent.com/Ww35w_DCUBvLcaFzxlY-nd2UX5tHiJF_ECfczqfSHT4p0NBxHKCn1zx1ar071wkK_HmanPDBoL70rHv0b2Sm23o8EP6xs6e3foEu8vs5aXB8sRp4ohGARsftLCYSvwp6H5uNwS_0]
[image: https://lh4.googleusercontent.com/kjvR2JMJUuWBu2Bzx92OgXIBQE6hHt6hpXryOSxl24p_bT4oxjq5uYeiKCA5aTzpg3ZCdggehS6oiX_jJtimd5iTbqUiIctAAmwDHmyfQE7cF051r-LoeXscNKusDZ6mj6O4guip]
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